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Security tests
External (EPST) / Internal (IPST) 

Application Security Testing (AST) / Audit 
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Introduction

Giving an outside party free reign to test your information system is a very 

strong vote of confidence. Here is the commitment we offer in return:

ƷSecurity tests are carried out by professionals who know what an IS truly represents 

and how much time must be dedicated to keep it secure.

ƷOur experts possess very high ethical standards and sign confidentiality agreements, 

as does NBS System with its clients.

ƷAny data that may be acquired, found or seen during a test are permanently erased 

from our disks and disk drives after testing.

ƷIf an employee falls victim to one of our expertôs ploys or intrusion methods, his or her 

name will not appear in the report.

The tools we use to test your system, such as Trojan horses, are non-destructive versions 

that we have crafted to test networks or targeted computers. 

ƷThe greatest care is taken to ensure that the information systems are disrupted as little 

as possible, or not at all, during testing. 
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External Security Penetration Test 
(EPST)

The external security test's objective is to find out if IS security can be

breached via the Internet. If a hacker could breach security in this manner, he

or she could control sensitive data, acquire it, or even damage a company's

image and/or production capabilities.
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ƷEPST: External Penetration Security Testing

ǅA pragmatic approach that aims to determine the 
ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳΩǎ ǊŜŀƭ ŜȄǇƻǎǳǊŜ ƭŜǾŜƭ

ǅTests the security measures already in place against 
hacker attacks

ǅProvides a real return on your investment so you 
can prepare for the future with confidence

ǅShows you how protect yourself legally and 
technologically

EPST
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EPST ςWork methods

Those attacks will be conducted on 
any web service found

The security of the following 
components:

A battery of tests will be run, including 
the following (non-exhaustive list):

The objectives of the attacks include, 
among others :

ωRouters / Modems
ω5a½ ǎŜǊǾŜǊǎ ό5b{Σ aŀƛƭΣ tǊƻȄȅΣ ²ŜōΧύ
ωFirewall

If web servers of interest are present, 
NBS will test them using the following 

additional techniques:

ωForged URL/URI test
ωSQL injection
ωSession hijacking (cookie theft)
ωHTTP spoofing and smuggling
ωVarious techniques for identity and access rights theft

ωBuffer overflow attack
ωIdentity and access rights theft test
ωTrojan injection
ωWeak / unencrypted authentification search
ωDictionary password attack: brute force, rainbow table
ωReplay attack
ωSocial engineering (if authorized)
ωMITM (Man in The Middle)
ωDNS cache poisoning, spoofing and sniffing

ωIdentifying visible/accessible network zones
ωViolating access rights
ωGaining access to the local network
ωCovertly exfiltrating data
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EPST ςFlow chart
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InternalPenetration Security 
Testing (IPST)

Internal penetration security testing checks to see if a malicious employee or a

mole working for the competition could spy or acquire sensitive information via

LAN. This test also draws attention to the LAN's exposure level to automated

attacks from viruses, worms and other malware, for example.
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ƷIPST: Internal Penetration Security Testing

ǅChecks to see if your IS can resist internal attacks 
and for how long

ǅCƛƴŘǎ ƻǳǘ ƛŦ ŀ ƳŀƭƛŎƛƻǳǎ ǇŜǊǎƻƴΩǎ ŀŎǘƛƻƴǎ Ŏŀƴ ōŜ 
traced so that you can seek legal recourse

ǅDetermines the corrective measures to apply to the 
IS security system

IPST
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IPST ςWork methods

The security of the following items...

will be tested using the 
following methods 

(list not exhaustive): 

in order to take the following actions:

ωLAN servers (intranet, AS400, Email, etc.)
ωActive equipment (switches, routers, etc.)
ωWorkstations and portable computers.

ωNetwork attacks (sniffing/ARP spoofing)
ωCommandeering identity and access rights.
ωSearching for weak authenticators
ωSearching for unencrypted data transmission
ωPassword attacks
ωReplay & Birthday attacks.
ωAnti-DNS Pinning & DNS Poisoning
ωSpoofing/Sniffing/MTM (man in the middle)
ωURL/URI Forgery test
ωSNMP attack
ωCross Site Scripting/XSS/XSRF/SQL injection
ωHTTP Spoofing/cookie theft
ωHTTP Smuggling

ωOverride or bypass LAN security
ωTake control of sensitive services
ωAccess and acquire sensitive data
ωAcquire the highest-level access rights to the IS
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Application Security Testing(AST)

Application Security Testing detects vulnerabilities in large or small 

applications such as merchant sites, Intranets, ERPs or in-house applications.

This is performed with Whitebox testing, with source code available to the 

experts, or Blackbox testing, which only tests the application without access to 

the original programming.
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ƷAST Application Security Testing (AST)

ǅChecks for vulnerabilities in homebrew or in-house 
applications

ǅDetermines whether it is possible to commandeer 
enterprise application software, authenticators or 
payments

ǅMeasures the potential for information leaks or 
bounce attacks against the LAN

AST - Introduction
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AST ςWork methods

La sécurité des composants 
suivants, liés à la plateforme

Ceci dans le but de mener les 
actions suivantes

We will test the security of the 
following components related to the 

application platform:

The application platform will undergo 
several tests (non-exhaustive list):

The objectives of the attacks include, 
among others:

ωDNS, Reverse proxies, firewalls
ωWeb servers, Databases
ω.ǳǎƛƴŜǎǎ LƴǘŜƭƭƛƎŜƴŎŜ {ŜǊǾƛŎŜΧ

ωForged URL/URI test, XSS, XSRF & CSRF
ωSQL Injection
ωSession hijacking (cookie theft)
ωHTTP spoofing
ωHTTP smuggling
ωIdentity and access rights theft test
ωWeak / unencrypted authentification search
ωDictionary password attack: brute force, rainbow
table
ωReplay attack
ωAnti-DNS pinning
ωDNS cache poisoning
ωSpoofing & sniffing

ωIdentifying visible/accessible network zones
ωViolating access rights
ωInjecting or extracting database information
ω{ǇƻƻŦƛƴƎ ǘƘŜ ŜȄŜŎǳǘƛƻƴ ƻŦ ŀ ǘǊŀƴǎŀŎǘƛƻƴΧ
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AST ςFlow chart
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Audit

The audit is an exhaustive collaborative endeavor which, although less

realistic than an actual test, methodically reviews the entire network and each

of its components in detail. Moreover, its collaborative aspect allows

employees to learn from our experts and ask them any questions they may

have.
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Audit ςThe different modules

ƷPhysical Security
ǅBuilding access ïaccess control ïvideo surveillance

ǅAccess to the computer room, maintenance areas and protection systems

ǅProtection against theft of computer hardware and equipment

ǅProtection against fire and standards for the computer room

ǅProtection of backup data

ƷLogical Security
ǅPassword policy

ǅPolicy for managing updates and patches

ǅManaging safeguards

ǅProtecting workstations

ǅNetwork architecture

ǅNetwork access security/Filtering from remote sites

ǅIS supervision and maintenance

ǅInternet access and mobile (nomad) protection

ǅPolicy for virus and vandalism analysis

ƷProcedural Security
ǅOrganization of security roles

ǅDefining responsibilities

ǅSecurity policy

ǅOperational management of technical teams

ǅBackup for the ISO

ǅOperational procedures and practices

ǅOperational control and tracking of security events logged by monitoring tools

ǅIndicators & reporting
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Social Engineering (SE) Testing

Social engineering is a method hackers use for manipulating people into

performing actions or divulging confidential information. The techniques used

have many legitimate uses, in addition to the illegal uses of hackers. Security

is only as strong as its weakest link; the objective is to ensure that link is not

human actions.
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IS Testing Procedures
Techniques typically employed Typical scenarios
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IST ςFlow Chart


