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The security experts

Introduction

Giving an outside party free reign to test your information system is a very
strong vote of confidence. Here is the commitment we offer in return:

3 Security tests are carried out by professionals who know what an IS truly represents
and how much time must be dedicated to keep it secure.

3 Our experts possess very high ethical standards and sign confidentiality agreements,
as does NBS System with its clients.

3 Any data that may be acquired, found or seen during a test are permanently erased
from our disks and disk drives after testing.

31f an employee falls victim to one of our
name will not appear in the report.

The tools we use to test your system, such as Trojan horses, are non-destructive versions
that we have crafted to test networks or targeted computers.

3 The greatest care is taken to ensure that the information systems are disrupted as little
as possible, or not at all, during testing.
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External Security Penetration T
(=51D,

The external security test's objective is to find out if IS security can be
breached via the Internet. If a hacker could breach security in this manner, he

or she could control sensitive data, acquire it, or even damage a company's
Image and/or production capabilities.
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EPST

3 EPST: External Penetration Security Testing

DA pragmatic approach that aims to determine the
AVIF2NXEGAZY aeaiasyQa N

D7Aests the security measures already in place ag:
hacker attacks

DProvides a real return on your investment so you
can prepare for the future with confidence

D&hows you how protect yourself legally and
technologically

4

Al
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EPSE Work methods

: - «Routers / Modems
The security of the following Sa: ASNDSNE 65b{% alAfx

components: oFFirewall

i b fint t t w-orged URL/URI test
WeD servers or Interest are present, 6SOL injection

NEERUTIREES SRl s Rigl=n o]l 0)W1alefl | «Session hijacking (cookie theft)

additional techniques: GHTTP spoofing and smuggling
w/arious techniques for identity and access rights th

@ﬁer overflow attack \

widentity and access rights theft test
oJrojan injection

A battery of tests will be run. includinc wWeak / unencrypted authentification search
: uDictionary password attack: brute force, rainbow tablg

the following (nonexhaustive list): «Replay attack

uSocial engineering (if authorized)
oMITM (Man in The Middle)

@NS cache poisoning, spoofing and sniffing J

D

wdentifying visible/accessible network zones
The objectives oftheratiacksincluce; MEAY I Ell el o]yt

among others : wGaining access to the local network
wCovertly exfiltrating data
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EPSE Flow chart
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Internal Penetration Security
Testing (IPST)

Internal penetration security testing checks to see if a malicious employee or a
mole working for the competition could spy or acquire sensitive information via
LAN. This test also draws attention to the LAN's exposure level to automated
attacks from viruses, worms and other malware, for example.
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IPST

3 IPST: Internal Penetration Security Testing

DChecks to see If your IS can resist internal attack
and for how long

DCAYR& 2dzi AT I YI tAORA:;:
traced so that you can seek legal recourse

DDetermines the corrective measures to apply to 1

IS security system

/
(&
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IPSIc Work methods

oL AN servers (intranet, AS400, Email, etc.)

TRAE Slsle A el e iale sk | | wActive equipment (switches, routers, etc.)
uWorkstations and portable computers.

ﬁNetwork attacks (sniffing/ARP spoofing) \
wCommandeering identity and access rights.
uSearching for weak authenticators
uSearching for unencrypted data transmission
wPassword attacks
will be tested using the uReplay & Birthday attacks.
following methods wANnti-DNS Pinning & DNS Poisoning
- - . uSpoofing/Sniffing/MTM (man in the middle)
(list not exhaustive): GURL/UR| Forgery test
uSNMP attack
wCross Site Scripting/ XSS/XSRF/SQL injection

oHTTP Spoofing/cookie theft
kHTTP Smuggling /

wOverride or bypass LAN security

wlake control of sensitive services

wAccess and acquire sensitive data

wAcquire the highestevel access rights to the IS

in order to take the following actions:
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Application Security TestingST)

Application Security Testing detects vulnerabilities in large or small
applications such as merchant sites, Intranets, ERPs or in-house applications.

This is performed with Whitebox testing, with source code available to the

experts, or Blackbox testing, which only tests the application without access to
the original programming.
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AST- Introduction

3 AST Application Security Testing (AST)

DChecks for vulnerabilities iIn homebrew ofhause
applications

DDetermines whether it is possible to commandeé

enterprise application software, authenticators or

payments

DMeasures the potential for information leaks or
bounce attacks against the LAN

]|
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ASTc Work methods

We will test the security of the uDNS, Reverse proxies, firewalls

following components related to the WWVeb servers, Databases -
application platform: wdz@aAySaa LyuSttA3asyos ({

@rged URL/URI test, XSS, XSRF & CSRF \
u5QL Injection

uSession hijacking (cookie theft)
oHTTP spoofing
oHTTP smuggling

e - wddentity and access rights theft test
The application platiorm will undergo wWeak / unencrypted authentification search

several tests (norexhaustive list): uDictionary password attack: brute force, rainbow
table

uReplay attack

0ANti-DNS pinning

uDNS cache poisoning
uSpoofing & sniffing

uddentifying visible/accessible network zones
The objectives of the attacks include, R ElERE R |1

among others: winjecting or extracting database information
o L22FAY3I UKS SESOdzuA 2y

A
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ASTc Flow chart

Tests on a web platform
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Audit

The audit is an exhaustive collaborative endeavor which, although less
realistic than an actual test, methodically reviews the entire network and each
of its components in detail. Moreover, its collaborative aspect allows

employees to learn from our experts and ask them any questions they may
have.
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Audit¢ The different modules

3 Physical Security
CBuilding access T access control i video surveillance
[D&ccess to the computer room, maintenance areas and protection systems
CRProtection against theft of computer hardware and equipment
DCRProtection against fire and standards for the computer room
CRrotection of backup data

3 Logical Security
DCRassword policy
DRolicy for managing updates and patches
[CManaging safeguards
DRrotecting workstations
DNetwork architecture
[CNetwork access security/Filtering from remote sites
DS supervision and maintenance
Dihternet access and mobile (homad) protection
DRolicy for virus and vandalism analysis

3 Procedural Security

DQ@rganization of security roles

DRefining responsibilities

C8ecurity policy

D@perational management of technical teams

DBackup for the 1ISO

DQ@perational procedures and practices

D@perational control and tracking of security events logged by monitoring tools
Dihdicators & reporting
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Soclal Engineering (SE) Testi

Social engineering is a method hackers use for manipulating people into
performing actions or divulging confidential information. The techniques used
have many legitimate uses, in addition to the illegal uses of hackers. Security
Is only as strong as its weakest link; the objective is to ensure that link is not
human actions.
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IS Testing Procedures

Techniques typically employed Typical scenarios

Identity theft, Hierarchy attack (impersonating an employee's superior),

Putting employees in stressful situations in order to obtain desired
behavior, Booby-trapped electronic media (promotional mini CD, free gift USB key,

etc.),

Use of fake advertising media containing Trojans,
Simulated telephone emergency (employee off-site, negotiation, contract,

Expropriating electronic identities, healy

Sensitive activities taking place over non secure channels (e-mail,
Social Bypass techniques (emergency, hiérarchy, etc.), telephone, etc.),

Telephone based attacks (to obtain sensitive information), Password re-initialization request (because it was forgotten, stolen, etc.),

Sending mail intended to obtain a particular behavior from those receiving
s Fake pizza delivery man inserts USB key in workstation at reception desk,
and others...

and others...

The selected scenarios (probably 3 in number) will be deployed
meticulously, targeting the following objectives:

*Avoiding the arousal of any suspicion on the part of the target,
*Obtaining a behavior that facilitates a technical attack,

*Verifying the adequacy of the applied procedures in the face of
unknowns

*Verifying that chains of responsibility are correctly applied,

«Confirming that representatives carry out all necessary checks, even in
the case of unusual or stessful requests
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|ISTc Flow Chart
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